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Europe onlyUS only

HF Product Overview

Summary
- ISO 15693 / 13.56 MHz
- 64 Bit UID
- AFI
- Lock page
- Anti collision

Tag-it HF-I Plus
- 2k Bit user memory

Tag-it HF-I Standard
- 256 Bit User memory

Tag-it HF-I Pro
- 256 Bit User memory
- Kill command
- password protected write command
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Tag-it HF-I Product Family

User Memory

256 2k

Authentication

Security

Simple ID Standard

Pro

Plus

RxID
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Tag-it HF-I StandardTag-it HF-I Standard
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Tag-it HF-I Standard

Product Features

• Compatible with ISO15693 -2,-03, ISO18000-3

• Optimized command set

• 64 Bits UID

• 256 Bits of read/write user memory (8 blocks of 32 bits)

• User and factory lock per block

• Application Family Identifier (AFI) supported

• FastSID
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EEPROM Memory Map

Tag-it HF-I Standard

User data

(256 bits)

UID Number

(64 bits)
X

AFI

0x06

0x08

0x09

0x0A

Block Addr

0x00
0x01
0x02

32 bits

F U

F = Factory Lock, U = User LockLock Bits

0x03
0x04
0x05
0x06
0x07
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Tag-it HF-I Standard

-/1--Lock_Block0x22

-/1--Write_Single_Block0x21

0/1--Read_Single_Block0x20

0/----Stay Quiet0x02

0/---Inventory0x01

Opt. FlagAFINon
Addr.

Addr.InventoryHex

Request ModeFunctionCmd
Code

ISO command

Command Overview
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Tag-it HF-I ProTag-it HF-I Pro
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Tag-it HF-I Pro

Product Features
• Compatible with ISO15693 -2,-03, ISO18000-3

• Optimized command set

• 64 Bits UID

• 256 Bits of read/write user memory (8 blocks of 32 bits)

• User and factory lock per block

• Application Family Identifier (AFI) supported

• Password protected write command

• Kill command to irreversibly disable IC functionality

• FastSID
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EEPROM Memory Map

Tag-it HF-I Pro

User data

(256 bits)

UID Number

(64 bits)
X

AFI

Password

0x06

0x08

0x09

0x0B

0x0A

Block Addr

0x00
0x01
0x02

32 bits

F U

F = Factory Lock, U = User LockLock Bits

0x03
0x04
0x05
0x06
0x07
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Tag-it HF-I Pro

-/1---WriteSingleBlockPwd0xA5

-/1---Kill0xA4

-/1--Lock_Block0x22

-/1--Write_Single_Block0x21

0/1--Read_Single_Block0x20

0/----Stay Quiet0x02

0/---Inventory0x01

Opt. FlagAFINon
Addr.

Addr.InventoryHex

Request ModeFunctionCmd
Code

New custom commandISO command

Command Overview
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Kill / End Of Life Command
Password Protected Write Command

Security Requirement:
• Authentication of Reader-to-Token for command execution

• Protection against DOS and typical cryptanalytic attacks

Reader Token

UID (64 Bits)

Password (32 Bits)

Masterkey

crypto
UID

Password Password ok?

Implementation:
• Diversified password stored in the tag (pass word derived from masterkey and UID)

• Reader gets UID with Inventory Command

• Reader calculates diversified pass word from master key using i.e. 3DES, SHA-1

• Reader sends Kill / Password Write Command with pass word to Tag
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• To help protect the Password from crypto-analytical attack,
a unique password should be created for each tag. This will
help protect against ‘Brute force’ and ‘Replay’ attacks.

• The Reader is given a Masterkey, the Tag’s UID and a
suitable encryption technique to create a diversified
password.

• Once the reader gets the tag’s UID, it can easily re-
construct the unique password for the Kill or Password
Write command.

Reader

× CRYPTO

UID

Password

Password Diversification
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• Kill/ Password Protected Write

Password

• This block is programmed by the user at issue and is
Read protected as soon as the User lock-bit is set.

• The Kill / Password Write command will not function
until the User lock-bit has been set

• This password field is shipped as “00000000hex”

• As the password is transmitted in plain text, Texas
Instruments suggest that each tag is given a different
(diversified) password by combining the UID and your
password, using a suitable algorithm. E.g. 3DES,
SHA-1

32-bit Password

31 0 F U

X
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Tag-it HF-I PlusTag-it HF-I Plus
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Tag-it HF-I Pro

Product Features
• Compatible with ISO15693 -2,-03, ISO18000-3
• 64 Bits UID
• 2048 Bits of read/write user memory (64 blocks of 32 bits)
• User and factory lock per block
• Application Family Identifier (AFI) supported
• Data Storage Format Identifier (DSFID) supported
• Extensive Command Set
• Read Multi_Block Command
• Combined Inventory Read / Read_Multi_Block Command
• Write / Lock Two block Command
• Select Tag
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EEPROM Memory Map

Tag-it HF-I Plus

Block # 1
2
3

62
63
64

1
2

DSFID

AFI

IC Version

32 bits

F U

X

User data
(2048 bits)

UID Number

(64 bits)

Application
Configuration

Factory programmed

F = Factory Lock, U = User LockLock Bits
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Tag-it HF-I Plus

Request Request
Code

Inventory Addressed Non
Addressed

Select AFI Option
Flag

ISO 15693 Mandatory
Commands
Inventory 0x01  - - -  -

Stay Quiet 0x02 -  - - - -

ISO 15693 Optional
Commands
Read_Single_Block 0x20      0/1

Write_Single_Block 0x21 -    - 1

Lock_Block 0x22 -    - 1

Read_Multi_Blocks 0x23      0/1

Write_Multi_Blocks 0x24 - - - - - -

Select Tag 0x25 -  - - - -

Reset to Ready 0x26 -    - -

Write_AFI 0x27 -    - 1

Lock_AFI 0x28 -    - 1

Write DSFID 0x29 -    - 1

Lock DSFID 0x2A -    - 1

Get_System_info 0x2B      -

Get_M_Blk_Sec_St 0x2C      -

TI Custom Commands

Write_2_Blocks 0xA2 -    - 1

Lock_2_Blocks 0xA3 -    - 1

: Implemented
- : Not applicable
0/1: Option Flag needed

Request Mode

Command Overview


